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Technology
Overview



Calpendo

Technology Stack

=

Databases (MySQL or MariaDB)




Calpendo:




Security (Part 1)

 All access via SSL (https)

* Installed on one of our servers or
yours

* Qur servers are Linux-based and
receive regular security patches

» Database backed up daily, stored off
Site

* Built-in authentication system

* Includes support for single sign on




Security (Part 2)

* Client accesses server using AJAX

* Coding best practices used to
avoid SQL injection, XSRF and
XSS

* Built-in permissions system that
offers fine-grained control over
who can see and do what.




Privacy (Part 1)

* If Calpendo is installed on one of your
servers, we recommend you allow us access
so that we can better support you.

* We will never give any of the data from your
Calpendo to anybody outside Exprodo
Software and will only use it as a part of
supporting you. This includes:

* testing that upgrades to new versions work
correctly;

* testing and fixing bugs reported.

* You may elect not to provide us access to
your Calpendo. In this case, we will endeavour
to support you as best we can.




Privacy (Part 2)

e Exceptions in the server or client
are emailed back to Exprodo
Software.

* You can disable this facility in
Calpendo’s global preferences page.

 We recommend you leave it
enabled because it helps to ensure
our software is of a high quality.



Privacy (Part 3)

* Calpendo provides automatic emails that
could send data to anybody. This is
controllable by how you configure your
automatic emails.

* You can also set permissions to prevent
some data ever appearing in an email,
regardless of how Calpendo is triggered to
send it.

* For example, if you add a property to store
confidential information, you should add
permissions to prevent it from being
readable by all. Any automated email would
then not include the confidential
information.



Calpendo

User-Configurable
Web Database Platform

Calpendo is an extension of our web
database platform called Exprodo, which
provides:

* Custom properties
e Custom data types
* Precisely controllable

* Permissions
* Email notifications

e Powerful reports system




Automation
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Workflows automation engine built in

Configureworkflows via web browser

Provides versatile, bespoke behaviour

Fully-featured debugger provided
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